TCPN# FY04-05 2004 URGENT NOTICE--FRAUDULENT ACTIVITY Govt Charge
Cards

Note: Level 3 APCs - IT IS YOUR RESPONSIBILITY TO GIVE THIS NOTICE
WIDEST DISSEMINATION TO GTCC PROGRAM PARTICIPANTS IN YOUR HIERARCHY.

The following message was sent by GSA for dissemination purposes in
reference to fraudulent activity affecting government charge cards,
please provide to all level APC so they may be aware of potential
problems. ALSO have APC post this message so that cardholders

may award of potential fraudulent activity!

"During the past week, there have been several reports of external
fraudulent activity targeted toward or affecting the government's
charge card program. Please notify all agency/organization program
coordinators (A/OPCs), charge card managers, cardholders, and other
employees touching the card program of the following:

1. Do not give out account information in response to a fraudulent
e-mail indicating it is from Visa officials, stating that
cardholders have to "reactivate" their accounts due to a
"technical security update.”" The e-mail directs the user to
click a link that appears to be the Visa Web site, but is
actually a fake mirror image. Entering personal information
into that site could result in identity theft. ©Note that no one
from Visa banks will ever call or e-mail a cardholder and ask
for an account number or other personal information. Thus far,
this action has been targeted at government travel cardholders.
Cardholders should report any attempts to the A/OPC and to the
banks (800 number on the back of the credit card) as soon as
they occur.

2. Information warns of a potential scam whereas unknown callers
falsely identify themselves as bank employees working with the
government charge card program. The scam operators claim to be
checking suspicious card activity and may ask for account
numbers, social security numbers, and other personal
information. Be aware that bank employees would not take these
actions. The A/OPCs should be the only persons requesting this
type of information. Cardholders should report any attempts to
the A/OPC and to the banks (800 number on the back of the credit
card) as soon as they occur."

John Ziu
GSA SmartPay

Please don't hesitate to contact our office with any questions that
may arise. Travel Card@navsup.navy.mil or
www.don-ebusiness.navsup.navy.mil.
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