PCPN #FY04-40 Bank Email Scam alert 
 

Note: Level 3 APCs - IT IS YOUR RESPONSIBILITY TO GIVE THIS NOTICE WIDEST DISSEMINATION TO PROGRAM PARTICIPANTS TO INCLUDE APCs, AOs AND CHs IN YOUR HIERARCHY.  
 
Several program participants received this fraudulent email scam again.  Immediately pass this PCPN to all participants of the GCPC program with the notification not to respond to this fraudulent email in any way.  It is another scam and not from the CitiBank.  The bank would not contact you to confirm information that they already possess.    
 

Ask your Program participants to forward any suspicious e-mails to emailspoof@citigoup.com and a team of professionals will investigate the web address and contact you if necessary.   

 

In the event a cardholder has mistakenly responded to the email, that account must be suspended as soon as possible. Also, a 100% review of all activity must occur prior to invoice certification on these compromised accounts. We must take all necessary action to protect the Government's liability. 

 

 The DON eBusiness website www.don-ebusiness.navsup.navy.mil provides details on these "spoof" emails under Purchase card, bank guidance, 3rd item under documentation.  Citibank maintains updated information on their home page regarding these fraudulent emails and you can view it by clicking on Consumer Alerts at http://www.citibank.com/us/index.htm.  A bank circular is also attached describing "spoof" emails.    For additional information regarding identity theft, you can find a report on Fraudulent Notices from the Financial Crimes Enforcement on our website under program announcements.

 

If you have any questions, please contact the DoN eBusiness Operations office at purchase_card@navsup.navy.mil. 

Subject line of fraudulent email read: 



 FW: Citibank: Urgent Notice From Billing Department 
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Don’'t Get Hooked... /¥

by “phishing”

What are “phishing’” and “spoofing"'?
“Phishing" and “spoofing"” are industry terms for email that is disquised to look
like it comes from a legitimate company, such as Citi. The email contain links to
fraudulent, look-alike websites that “fish"” for personal information, such as

account numbers, passwords, or Social Security Numbers. This information can
be used to commit identity theft or credit/debit card fraud.

How can | tell if an email is legitimate?
When reviewing an email, remember the following:
* Citi would never ask you to type information into a pop-up window.
» Citi would never ask you to verify your account information online.
* Most phishing emails contain obvious spelling or grammatical errors.
* |f you do click on a link in an email, be sure to verify that the
SSL Certificate is for a Citi Website:
1. A padlock image should appear at the bottom of your browser window.
2. Right-click (double click for Macs) on the padlock to open the Certificate.
3. From the Details tab, choose Subject.
4. Current information for the SSL Certificate should appear.
5. The name Citigroup should display alongside the letter O (for Owner).

What is Citi doing to keep cardmembers secure?

Internet Security Specialists are now part of our customer support team. They

assist cardmembers with Internet security concerns and answer questions about

online shopping, fraudulent emails and suspicious sites.

* |f a cardmember suspects an email that appears to be from Citi is fraudulent,
they should forward it immediately to spoof@citicorp.com. Citi will investigate
any “phishing” or “spoofing” activity.

* |f a cardmember replied to an email asking for personal information and now
thinks the email was fraudulent, they should call us at the toll-free number on
the back of their card, so we can issue a replacement.

* Most important, cardmembers are never responsible for unauthorized charges
on their Citi cards.

Let's work together so our cardmembers don't get hooked!
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