PCPN# FY04-09 - Purchase Card Program - Unauthorized release of information

Note: Level 3 APCs - IT IS YOUR RESPONSIBILITY TO GIVE THIS NOTICE WIDEST
DISSEMINATION TO PROGRAM PARTICIPANTS TO INCLUDE: APCs, AOs AND CHs IN
YOUR HIERARCHY.

The attached has been received by numerous Government Purchase Card cardholders. It is NOT
an official request for information and it is probably an attempt to compromise DOD accounts.
DOD PCPMO has forwarded it to the DOD IG and various criminal investigative agencies for
their action.

Immediately pass this to all participants of the GCPC program with the notification not to
complete the questionnaire. It should be deleted immediately. In the event a cardholder has
mistakenly completed and submitted the form, that account must be suspended as soon as
possible. Also, a 100% review of all activity must occur prior to invoice certification on these
compromised accounts. We must take all necessary action to protect the Government's liability.

(See attached file: Attention!.htm)

If you have any questions, please contact the DoN eBusiness Operations office at
purchase card@navsup.navy.mil.

Helpdesk

DON eBusiness Operations Office

Card Management

5450 Carlisle Pike; P.O. Box 2050
Mechanicsburg, PA 17055

Fax: (717) 605-9362

Email: purchase card@navsup.navy.mil



From: Antfiaud department [cosfraud@authorizenet. com]
Sent: Monday, Cctober 27, 2003 7:25 P
To: jsaris@usuhs.mil
Subject: Attention!
Attention! In our global system of motatonng there was a techrical fadure.
In avoidance of frauds with your credit card enter the full data for authorization, otherwise your credit card will be frozen during 10

day.

First name:

Last name:

DIate of Birth

IMM,-"DD,NY

SEN:

 —

MM :

R

ALlternative password:

max & char.
Full Nawe on Credit Card:

Card Type:

IVisa 'l
Card MNumwber:
Fxpiry date:

Ay

CVVE code:

3
3

:

ATM PIN (Bank Verification)

|

Credit Card Billing Address:

City:

|

Itate/Province:

Province if not US/Canada:
A

Zip/Postal Code:

Phone Nuwber:

Fax Nurber:

|

Country:

IUnited States 'l
Submit |

Authorize net, an InfoSpace service, is the preferred global payment-
processing service for e-commerce, enabling merchants to process secure
transactions in real time, 24 hours a day

Authorize et Payment Solutions process credit cards and electronic checks,
and wortlc with any business model, including Internet, broadband, wireless,
call centers, and retal. More businesses are using Authorize Net to process
their transactions over the Internet than any other payment solutions provider.

Since 1996, Authorize Iet has rapidly becotne a leading provider of Internet-
based transaction services, with thousands of online and traditional business
custotners around the wotld. Authonze Met has also formned strategic aliances
with leading financial mstintions and technology partners to deliver the most
comprehensive online authorization and processing services i the ndustry.

Business Development
A the Internet's leading real-time payment processor, Authorize Met 1s the
clear choice for e-commerce-related business development opportuntties.
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