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Credit Card Fraud and E-mail Spoofs

Important Information You Should Know

 Identity theft and e-mail spoofs are no longer a rare occurrence because of the increased use of electronic communication methods.  What is identity theft?  It is the fraudulent use of another person’s personal information to commit theft.  This goes beyond our traditional concept of fraud, where a person has his or her credit card number stolen that results in an unauthorized charge made by someone other than the true accountholder.   It is far broader in nature, because identity theft means another person’s identity has been stolen to commit a crime. What is an e-mail spoof?  It is misrepresenting an e-mail to make it look like it came from a legitimate organization or person.  The usual goal of these e-mails is to mislead the recipient into providing personal and sensitive information, e.g., social security number. This kind of e-mail is also known as “phishing”. 

Fraud Management at Citibank 

Citibank has been a leader in managing credit card fraud for many years.  The evidence of our success - as our transaction volume has increased, our levels of fraud have decreased.  In 2002, fraudulent activity was just over .04%, which compares to .05% in 2001.  In 2003, fraudulent activity was near .03% of our total transaction volume.  The industry average is .08%.    

Citibank's Fraud Early Warning (FEW) system monitors credit card activity continuously.  This system contains various fraud profiles, which are matched against each transaction.  This guides us to investigate further.  Depending upon the risk of the suspicious activity determines where we place that account in our system for review by a FEW analysts.  This review process is the screening process.  High-risk activity requires an outbound call to be made to the cardholder and Citibank may temporarily suspend charging privileges. A hold may be placed on the account until we have verified the activity with the cardholder.  Medium risk activity requires a Fraud Specialist to review the account and transaction(s) to determine whether the activity is suspicious and may require an outbound call to the cardholder.  A hold may be placed on the account until we have verified the activity with the cardholder. In the cases of fraudulent activity, the account is closed and our Security Services Department begins to investigate the issue upon receipt of an affidavit from the customer. 

In addition to the technological aspects of our fraud detection, our focus is on five areas of detection and prevention.  These are:  proper identification of users, authorizations, confidentiality of data, accountability and incident detection and response. 

Our Fraud analysts examine accounts for items such as addresses changes, card and PIN requests and the state where the card will be mailed (some states have higher fraud incidences).  Reviewing these items help us develop patterns and identify accounts that could be targets for identity theft.   

The following are tips to help prevent identity theft and having your e-mail account spoofed.

· Safeguard your credit

· Keep a list of your credit card numbers in a safe place along with contact numbers/addresses

· Review your credit reports regularly

· Protect your cards

· Sign new and reissued cards immediately

· Always notify your bank and credit card companies of address and phone number changes

· Store your cards in a safe place

· Report lost/stolen cards immediately

· Never leave your card as a security deposit

· Close inactive accounts

· Keep your personal information personal

· Never give your social security number or credit card account number to an unsolicited caller

· Do not leave receipts at ATMs, gas pumps, etc.

· Never let your debit or credit card account number be written on a check or other documents

· Tear or shred your credit card receipts

· Do not throw personal information in public trash containers 

· Keep your passwords in a secure location

· Don’t carry your social security card with you

· Secure your computer

· Do not download files from strangers

· Use a secured browser

· Delete personal information if you dispose of your computer 

· Review the privacy policies of the website you visit and confirm if data is shared with third parties before you submit any of your personal information

If you think your identity has been stolen, you should…

· Contact Citibank to close the account(s) that you know or believe has been tampered with or opened fraudulently

· Contact the fraud departments of any one of the three major credit bureaus to place a fraud alert on your credit file.  The fraud alert requests creditors to contact you before opening any new accounts or making any changes to your existing accounts.  As soon as the credit bureau confirms your fraud alert, the other two credit bureaus will be automatically notified to place fraud alerts, and all three credit reports will be sent to you free of charge

· File a police report.  Get a copy of the report to submit to your creditors and others that may require proof of the crime

· File your complaint with the Federal Trade Commission (FTC).  The FTC maintains a database of identity theft cases used by law enforcement agencies for investigations  

Credit Bureau Sources

	Trans Union

Trans Union Consumer Relations 

2 Baldwin Place     

PO Box 1000 

Chester, Pa. 19022 

www.tuc.com
	Equifax

PO Box 105873

Atlanta, Ga. 30348

www.equifax.com

	Experian

701 Experian Parkway

PO 2002

Allen, Tx. 75013-0036

www.experian.com
	


More about E-mail Spoofs 

Like pursuing identity theft offenders, Citibank is doing the same with regard to e-mail spoofs.  When such e-mails are sent in our name, Citibank works aggressively with law enforcement agencies to investigate the source.  

You can review bogus e-mails deceptively sent using Citibank’s name by going to www.citi.com and see if Citibank has confirmed that the suspicious e-mail you may have received is a spoof.  In addition to seeing the fraudulent e-mails, Citibank has detailed answers to questions such as “How do I know I am dealing with Citibank?” and “How can I tell if I an e-mail is a fraud?”  

To learn more, please go to www.citi.com and in the bottom right hand corner click on the link that says “about e-mail fraud” and this will take you the page that has the information described above.  

If you need to report a suspicious e-mail, please call Customer Service and Citibank will verify if the e-mail is legitimate.  . 

Remember these important Citibank standards:

· Citibank never sends an e-mail asking for your passwords, credit card numbers, or sensitive information.

· If we request information from you, we will always direct you back to a secure Citibank site using links.

· If you are required to enter personal information to perform a transaction, it is always done on a site secured with Secured Socket Layer (SSL) technology.  Look for the padlock icon 
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 on the bottom of the screen; this indicates you are on a secured site.  Most important, if you click on the padlock, a security certificate will pop up. 
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